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Books Published
• Digital Forensics for Legal Professionals: Understanding 

Digital Evidence from the Warrant  to the Courtroom, Syngess.
• Digital Forensics Trial Graphics: Educating the Jury Through 

Effective Use of Visuals", Published  by Academic Press
Certifications
• EnCase Certified Examiner (EnCE)
• Cellebrite Certified Logical Operator (CCLO)
• Cellebrite Certified Physical Analyst (CCPA)
• Certified Telecommunications Network Specialist (CTNS)
• Certified Wireless Analyst (CWA)
• Certified Internet Protocol Telecommunications Specialist (CIPTS)
• Certified Telecommunications Analyst (CTA)
Expert Testimony
• 37 times in State and Federal Court and Internationally.
• Qualified as an expert in computer forensics, digital forensics, cell phone 

forensics, video forensics, photo forensics.
• Testified for the defense and prosecution in criminal cases, and the plaintiff 

and defense in civil cases.  
Case Experience 
• Hundreds of cases involving murder, sex crimes, terrorism, kidnapping, 

intellectual property, fraud, wrongful death, employee wrongdoing, motor 
carrier accidents, and insurance losses among others.

Speaking Engagements
• Largest Digital Forensics conference in the world, the Computer Enterprise 

Investigations Conference (CEIC, now EnFuse) in 2011, 2013, 2016, and 2019
• Over 400 CE and CLE classes taught across United States 

M: 919-621-9335
E: lars.daniel@envistaforensics.com
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MY EXPERTS
• Homeland Security
• Secret Service
• SLED State Surveillance 

And Intelligence Unit
• Electronic Crimes Task Force
• Internet Crimes Against Children 

(ICAC) Task Force
• High Tech Crimes Task Force
• Military Experience

• Expert Testimony
• 400+ Combined Expert Testimonies

• Computer Forensics, Cell Phone 
Forensics, Location Forensics, 
Cellular Location Analysis, Google 
Geofence, Video Forensics, 
Cryptocurrency, Digital Forensics, 
Social Media, GPS Data, Google 
Location History, and many more. 

Texas Texas



LARS E. DANIEL EnCE, CCO, CCPA, CTNS, CTA, CIPTS, CWA

PRACTICE LEADER - DIGITAL FORENSICS

ENVISTA FORENSICS  

THE GENERATIVE AI CHALLENGE
THE TRUST PROBLEM: FAKE EVIDENCE INCOMING



FAKE IMAGES

GENERATIVE AI



BUT WHAT IS TRUE?



BUT WHAT IS TRUE?

• Posted or re-posted online…
• Generative AI



YOU WILL SEE SIX PHOTOS OF VEHICLE 
CRASHES.  DECIDE IF THE PHOTO IS 
REAL OR FAKE. 

LET’S PLAY A GAME



Let’s play a game…Real or Fake?
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Let’s play a game…Real or Fake?
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Let’s play a game…Real or Fake?



YOU WILL SEE SIX PHOTOS OF FIRE 
SCENES.  DECIDE IF THE PHOTO IS REAL 
OR FAKE.  

LET’S PLAY A GAME



Let’s play a game…Real or Fake?
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Let’s play a game…Real or Fake?



Let’s play a game…Real or Fake?



Let’s play a game…Real or Fake?



Let’s play a game…Real or Fake?



Shallowfakes

• Will become more common.
• The tools are easier to use and low-cost or free.
• Allianz reports incidents up 300% from 2021-2022 and 2022-2023

• Shallowfake
• Using conventional editing tools like Adobe Photoshop to edit 

photos vs. a deepfake, which uses AI.

• Spokesperson for Zurich UK
• [Shallowfakes] are “becoming one of the most emerging threats 

from a counter-fraud point of view”

https://www.theguardian.com/business/article/2024/may/02/car-insurance-scam-fake-damaged-added-photos-manipulated



Shallowfakes



MAKING A DEEPFAKE: Adobe Photoshop



After



After



FAKE VIDEOS

GENERATIVE AI



BUT WHAT IS TRUE?

• High level of accuracy
• Determining authenticity 

requires a forensic 
examination.
• Fake Spotting: The Challenge 

of Authenticating Photos in a 
Generative AI World | Envista 
Forensics

• Increasingly complex fakes
• Faster
• Cheaper
• Democratized

• Coming soon in truly 
realistic real-time.

https://www.envistaforensics.com/knowledge-center/insights/articles/fake-spotting-the-challenge-of-authenticating-photos-in-a-generative-ai-world/
https://www.envistaforensics.com/knowledge-center/insights/articles/fake-spotting-the-challenge-of-authenticating-photos-in-a-generative-ai-world/
https://www.envistaforensics.com/knowledge-center/insights/articles/fake-spotting-the-challenge-of-authenticating-photos-in-a-generative-ai-world/
https://www.envistaforensics.com/knowledge-center/insights/articles/fake-spotting-the-challenge-of-authenticating-photos-in-a-generative-ai-world/


SIDE BY SIDE EXAMPLE



SYNTHESIA: Expressive AI Avatars (2024)

These Expressive AI Avatars are a Huge Step Up (youtube.com)

https://www.youtube.com/watch?v=7EBHzLFePy0


OpenAI: Sora – text to video

(17) OpenAI Sora’s first short film - "Air Head," created by shy kids. - YouTube

https://www.youtube.com/watch?v=yplb0yBEiRo


WHAT IS TRUE?
• Deepfake Porn

• Creators taking paid requests to 
make porn featuring the person of 
the buyer’s choice.  

• The technology can use deep 
learning algorithms that are trained 
to remove clothes from images of 
women, and replace them with 
images of naked body parts.

•  Although they could also “strip” 
men, these algorithms are typically 
trained on images of women.

• If your face is on the internet…

What is deepfake porn and why is it thriving in the age of AI? | Penn Today (upenn.edu)

https://penntoday.upenn.edu/news/what-deepfake-porn-and-why-it-thriving-age-ai


FAKE AUDIO

GENERATIVE AI



FAKE AUDIO: ELEVENLABS.io – Text to Speech



FAKE AUDIO: ELEVENLABS.io – Speech to Speech



FAKE AUDIO: OpenAI Speech Engine



FAKE AUDIO: CASE EXAMPLE



What’s going on in there?

THE AI BLACK BOX



The AI Black Box Problem

• Components of a machine-learning system
• Algorithm

• An algorithm or a set of algorithms. An algorithm is a set of 
procedures. 

• Training data
• The data set used for training

• Model
• The purpose of the AI



The AI Black Box Problem

• Components of a machine-learning system
• Algorithm – identify dogs.

• An algorithm or a set of algorithms that help the system 
identify dogs.

• Training data – pictures 
• Pictures of dogs used as exemplars to train the AI

• Model – the dog finder
• The purpose of the AI.  To go through pictures and identify 

dogs without the need for a human.  



The AI Black Box Problem

• To protect their intellectual property, AI 
developers put the model in a black box.
• Or they black box the training data by 

obscuring it. 

• What happens when…
• You are denied a business loan based on AI?
• An AI makes a diagnosis about your health?
• An AI decides your course of treatment?
• Your rental application is denied based on 

AI?



Google Image Generator

• Google Gemini
• “We designed our image generation 

capabilities to reflect our global user base, and 
we take representation bias very seriously”
• Jack Krawczyk, Senior Director for Gemini

• “I don’t think there 
is a single right
 answer, and an 
“unbiased” model 
doesn’t exist.
• Sasha Lucciono, 

AI Researcher



AI Class Action Lawsuit

• The first AI class action litigation in California courts was 
filed in Alameda Superior Court on March 28, 2024
• “Plaintiffs allege that Blue Shield operates an “illegal scheme” 

of implementing AI software known as Claims Data Activator to 
instantly reject claims.
•  “on the lack of medical necessity grounds, despite a patient’s doctor 

providing documentation as to why medical treatment is medically 
necessary, and without ever opening patient files.” 

• Per plaintiffs, the Claims Data Activator was intended to streamline the 
prior authorization process of its insureds’ claims and enable doctors to 
automatically deny coverage en masse for treatments, medications, and 
testing that do not match the preset criteria the AI was given.“

AI Class Action Lawsuit Knocks on California Court's Door/Articles/CLM Magazine (theclm.org)

https://www.theclm.org/Magazine/articles/ai-class-action-lawsuit-knocks-on-california-courts-door/2912


HOW DIGITAL FORENSICS IS USED TO 
COMBAT INSURANCE FRAUD.

WHAT DO WE DO NOW?



Digital Evidence is Everywhere

• You are becoming digital evidence.
• Mobile Device Forensics 
• Wearable Technology Forensics
• IVI (In-Vehicle Infotainment) Forensics

• This data is what AI is trained on. 
• Digital forensics is necessary to validate and 

authenticate digital evidence more now than 
ever before.  



AI in Digital Forensics

• How AI is used 
• Magnet image detection

• Detects images and videos hidden inside other files + content type.



MOBILE DEVICE FORENSICS

DIGITAL FORENSICS



A SNAPSHOT IN TIME

• Extremely precise phone location data.



CASE EXAMPLE: AUTHENTICATING EDR DATA

• Extremely precise 
phone location 
data, including 
speed.

• Case Example:
• Plaintiff hit tractor.
• Never slowed down.
• Matches Crash Data 

Retrieval Report 
from EDR



A SNAPSHOT IN TIME

• User activity examples



A SNAPSHOT IN TIME

• User activity examples



A SNAPSHOT IN TIME

• User activity examples



CASE EXAMPLE: USER ACTIONS

• Examination of 
the plaintiff’s 
cell phone.
• Activity leading 

up to and after 
the accident.



CASE EXAMPLE: USER ACTIONS

• Plaintiff
• 17 year old girl driving. 14 Year old sister also in vehicle.
• Stated she was not distracted and “had both hands on the steering 

wheel leading up to the collision”

• Accident Time
• Accident Time: 10:59:00 AM – According to State Troopers.
• Accident Time: 10:43:49 AM – According to the iPhone 12.

• Collision Detection
• On October 6th, 2023, at 10:43:49 AM, the device received a message: 

“Potential crash detected. Have you been in a vehicle collision?” 
• This is an automated message from Apple as a part of a new function 

that detects sudden substantial movement.
• This is integrated with iOS 16 and newer. This message takes place at least 

15 minutes and 11 seconds before the time indicated on the collision 
report



CASE EXAMPLE: USER ACTIONS

• 10:29:07 AM phone unlocked.

• 10:32:02 AM apple music “paused.” 

• 10:32:38 AM apple music “play.”

• 10:33:04 AM apple music “paused.”

• 10:33:51 AM apple music “play.” 

• 10:35:15 AM apple music “paused.”

• 10:36:09 AM apple music “play.” 

• 10:42:39 AM Bluetooth device connected
• SRS-XB33. a Sony wireless Bluetooth speaker. 
• 50 seconds before the device detects a vehicle collision, this device was 

being paired to a Bluetooth speaker.

• 10:42:58 AM apple music “play.” 

• 10:43:38 AM the device received a Snapchat message, 11 seconds later a vehicle 
collision was detected by the device at 10:43:49 AM



CASE EXAMPLE: USER ACTIONS 

• Plaintiff needed to 
fill their prescription.  



FORENSIC ARTIFACTS 

• So. Much. Data.
• 6 Months.
• 143,240 artifacts.



FORENSIC ARTIFACTS 

• So. Much. Data.
• One cellphone.



FORENSIC ARTIFACTS

• What about editing and un-sending messages?



FORENSIC ARTIFACTS 

• What about really old data?



FORENSIC ARTIFACTS 

• What about secure messaging?
• “Messages and calls are end-to-end encrypted. No one outside of this 

chat, not even WhatsApp, can read or listen to them.  Tap to learn more.”



FORENSIC ARTIFACTS: CALL LOGS

• 00:00:00 Second call?



CASE EXAMPLE: CALL LOGS

• Intentional deletion of phone calls by the plaintiff.
• 16 most recent calls.



FORENSIC ARTIFACTS: WEB HISTORY

• Timelines and more.



CASE EXAMPLE: WEB HISTROY

• Detailed account of activity - down to the second.



ARTIFACTS: SEARCHES

• Anywhere there is a search bar.



CASE EXAMPLE: SEARCHES

• Plaintiff was searching the internet right 
before the moment 
of impact.



ARTIFACTS: MESSAGING

• SMS/MMS vs. Data



CASE EXAMPLE: MESSAGING

• The plaintiff deleted messages intentionally.



ARTIFACTS: TRANSLATION

• Translation creates timestamps too. 



WEARABLE TECHNOLOGY FORENSICS

DIGITAL FORENSICS



74 of 89

Content Slide Title CASE EXAMPLE: DID THE CYCLIST SLOW DOWN?

• IoT Devices
• Data Silo = Phone Application
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Content Slide Title CASE EXAMPLE: DID THE CYCLIST SLOW DOWN?

• IoT Devices
• Data Silo = 

Phone Application
• Wattage Output

Garmin Vector 3 Power Meter In-Depth Review | DC Rainmaker

https://www.dcrainmaker.com/2017/11/garmin-vector-3-power-meter-review.html


76 of 89

Content Slide Title CASE EXAMPLE: DID THE CYCLIST SLOW DOWN?

• 45 Minutes and 
90 Seconds 
(Zoomed In)
• 3 Different 

“Tools” used 
for verification 

Garmin Vector 3 Power Meter In-Depth 
Review | DC Rainmaker

https://www.dcrainmaker.com/2017/11/garmin-vector-3-power-meter-review.html
https://www.dcrainmaker.com/2017/11/garmin-vector-3-power-meter-review.html
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Content Slide Title CASE EXAMPLE: DID THE CYCLIST SLOW DOWN?

• 45 Minutes and 90 Seconds (Zoomed In)
• 30 Second Sprint

Garmin Vector 3 Power Meter In-Depth Review | DC Rainmaker

https://www.dcrainmaker.com/2017/11/garmin-vector-3-power-meter-review.html
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Content Slide Title CASE EXAMPLE:  Kidnapped!

• Scenario
• An executive is on business trip in Europe. 
• On the last night of his stay, he explores the city.  
• When he returns to work, his company notices large 

transactions on the company card.
• When questioned…he says he was Kidnapped. 
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Content Slide Title CASE EXAMPLE:  Kidnapped!

• Scenario
• His card was compromised but not lost.
• Claims to have been held hostage for 8 hours.
• Vivid details of the “kidnapping” event.
• No report made to law enforcement 
• No report made to his company.
• Over $100,000 in charges were made on the card.
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Content Slide Title CASE EXAMPLE:  Kidnapped!

• Evidence
• We are contacted by SIU for the insurance company.
• Asked to examine:

• Apple Watch
• iPhone XR
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Content Slide Title CASE EXAMPLE:  Kidnapped!

• Analysis
• The Analysis recovered two sources of data that 

contradicted the executive’s story.  
• When he was allegedly “tied up,” his watch recorded miles 

of walking over multiple hours.  
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Content Slide Title CASE EXAMPLE:  Kidnapped!

• Analysis
• Right before taking 

off from the airport 
to come home, the 
employee crafted 
to messages in 
Google translate.



IN-VEHICLE INFOTAINMENT 
(IVI) FORENSICS

DIGITAL FORENSICS
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Content Slide Title Funnel

• From Devices to Car
• Data Repositories

• Cell Phone
• Backups
• Online Accounts
• Vehicle Infotainment Systems

• Example
• Smartwatch > Phone > Car
• Camera > Phone > Car
• Computer > Phone > Car 

• Syncing
• Ecosystems



85 of 119

Content Slide Title Forensic Artifacts

• Connected 
Devices 
• Rental Car
• User 

Interactions
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Content Slide Title Forensic Artifacts

• Track Logs
• Location history
• Lifestyle analysis
• Different that CDR 

(Crash Data Recorder)
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Content Slide Title Forensic Artifacts

• Track Logs
• Animated
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Content Slide Title Forensic Artifacts

• Files
• Lifestyle analysis

• Listening History



COMPUTER FORENSICS

DIGITAL FORENSICS
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Content Slide Title CASE EXAMPLE: When Did Symptoms Occur?

• Claimed Illness
• Did he research symptoms prior?



LOCATION FORENSICS

DIGITAL FORENSICS
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Content Slide Title Location Data: Google Location History
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Content Slide Title Case Example Accident with Location

• In this example the last 
call made by the driver 
is 5 minutes prior to the 
accident time.  

• The accident location is 
24 air miles from the 
last call made by the 
driver.

24 Miles
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Content Slide Title CASE EXAMPLE: Call Detail Records: Arson
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Content Slide Title CASE EXAMPLE: Lyft Driver Assault Accusation
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